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Note: Attempt all Sections. In case of any missing data; choose suitably.

SECTION A
1. Attempt all questions in brief. 02x7=14
1. Tt il b Hfa IR i | 02x7=14
Q Question CO | Level
no.
a. | What is social engineering in the context of cybercrime? 1 K2
ISR SURTY H FI SSAIRIT T Gl %?
b. | List any two measures an organization can take to handle mobile device security. | 2 K3
g d fEarsy JRe & o ®is 1t & SiedEs 3 dagu|
C. Define anonymizers with an example. 3 K1

AT ST Y@ a1 €A (Anonymizers) @1 3a&eRUl digd URHINT
DI

d. | Differentiate between Cyber Forensics and Digital Forensics. 4 K4
SR BRRD R fEfoed BRI # Sik Fasy

e. | Mention two key objectives of the Digital Personal Data Protection Act, 2023. 5 K1
fSioTea aafaaTTd SeT TRe SHAfFTH, 2023 & 3 UHE 3534 IaRU

f. What are registry settings in mobile devices and why are they important? 2 K2
Hiagd fSarsy o et A 7 g1 & e A i Hew@yul gidt &2

g. | What is meant by "intellectual property"in the context of cyber security? 5 K2

TR JRe & ey § e Tuar svar o g2

SECTION B
2. Attempt any three of the following: 07x3=21
2. FufaRed ¥ 9 &5 0 Uy 8d St 07x3=21
Q Question CO | Level
no.
a. | Discuss how cybercriminals plan their attacks and the role of attack vectors. 1 K3

%Wiﬁ&mﬁwcﬁﬁ ST 6 T & MR 3 ddeR b T HfHehT
?

b. | Analyze the key components of a robust organizational ‘security policy in the | 2 K4
mobile computing era.

TERd ST g H Th Aclgd WSS, GR&fl ifd & T8I gch! ol
fogeour Fiforu |

c. | Analyze Steganography as a tool in_cybercrime. How does it differ from | 3 K4
cryptography?

HEeR RTY H Uh JUBRU & Y-H LIEIH! BT fa=ayu Hifew| I8
PP @ 53 i 82

d. | What is the Chain of Custody. in digital forensics? Why is it important in legal | 4 K2
proceedings?

fSfoted BRR® # A9 3ifh Hcal’ R g2 T B! ufhar | &t
Heayui g2

e. | Evaluate the effectiveness of Indian Cyber Law in dealing with digital frauds and | 5 K4
data breaches.

feforea dRayst ok Ser Iwel ¥ Fued & YR AR HA Bt
YYTIRIeTdT BT Gl i bIford |
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SECTION C
3. Attempt any one part of the following: 07x1=07
3. Fyfefed o 9 fbil ueb Y &1 g o 07 x1=07
Q Question CO | Level
no.
a. | What is the “Cybercrime Era”? Explain the survival mantra for netizens in this | 1 K2

era.

"IIER SURTY I T g2 39 T | AT (Fexe IuanTdhaisef) & e
Sffa &1 H3 1 R BT |

b. | What are botnets? Explain how botnets serve as fuel for cybercrime activities. 1 K2
Jiecy 7 82 THRT fh ¥ dle-icy AISaR ORTY Tfafafal & fog Sua
BT B Hd 3|

4. Attempt any one part of the following: 07x1=07

4. TgfciRad # 9 fodl T 41T 1 gar 07 x 1=07

Q Question CO | Level

no.

a. | Explain the proliferation of mobile and wireless devices and discuss the trends in | 2 K2
mobility.

AieEd 3R aRAY fSagal & TR &) GHIST 3R Hiasird! & ugival
=i S|

b. | Explain the organizational measures for-handling mobile devices securely within |2 K3
a corporate network.

Ao & iR HieTge fSasdl B QA FU J FHieH & oy

SIS SUTT bl FHAR U
5. Attempt any one part of the following: 07x1=07
5. Tafeied o 3 e U | &1 gy & 07 x 1=07
Q Question CO | Level
no.
a. | Describe the process and impact of SQL Injection and-Buffer Overflow attacks | 3 K4

on web applications.

AT TN TR SQL TR 3R THR SR gHa! 1 Ufhar iR gHTa I
guiq SIS

b. | What is Identity Theft? How is it related to phishing and what are the preventive | 3 K2
measures?

UgdH & IR (3RS fect UUT) ot 82 39T R ¥ 31 ey § 3R 379
T & U FT 82

6. Attempt any one partof the following: 07x1=07
6.  FafeRad # 9 foddt T T b1 yarg Y 07 x 1=07
Q Question CO | Level
no.

a. | Describe the Digital Forensics Life Cycle. Discuss each phase in detail with | 4 K3

suitable examples.

fefred BRR® Sita T & aftfd HIT| Td® TR B Iugd IeTeRon
Tfed g9
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b. | How do social networking sites pose a challenge to computer forensics? Describe | 4 K4
with examples.
TI=TeT e afh T Arge Hee BRRIG P 1T S I TRgd PR &2 IR
Hfgd auF S
7. Attempt any one part of the following: 07x1=07
7. FefeRad § 9 fodt T W 1 uarg 07 x 1=07
Q Question CO | Level
no.
a. | Illustrate with examples how copyright and patent laws protect intellectual | 5 K3
property in the IT industry.
ITERYT g WY I o HIdRTEe SR UdT S omsct I & MfSH
UGl BT HY & B &
b. | Explain the need for information security policies in organizations. How do they | 5 K2
contribute to overall cybersecurity?
TS B T YR&M ] Bt Sagddl I GHSST| A HYT 3aR &
# Y UTa Bl &2
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